Bryson Purdon Social Research (BPSR) Data Security Policy
The purpose of this document is to define the BPSR Data Security Policy. Data is our primary asset
and as such must be protected in a manner commensurate to its value. Dependence on information
systems creates particular vulnerabilities for any organization. Security and privacy must focus on
controlling unauthorized access to data. Security compromises or privacy violations could jeopardize
our ability to provide service; lose revenue through regulatory fines, fraud or destruction of
proprietary or confidential data; violate business contracts, trade secrets, and client privacy; or reduce
credibility and reputation with clients and collaborators.

Data security
The objective of this policy is to ensure that data is protected in all of its forms, on all media, during
all phases of its life cycle, from unauthorized or inappropriate access, use, modification, disclosure, or
destruction. This policy applies to all data assets that exist, in any of our systems and networks that
we own or operate or that are operated by third parties on our behalf.
This document applies to all existing partners and future partners of BPSR. It forms part of the
conditions of employment for employees, a part of the contractual agreement for sub-contractors,
suppliers, and third party processor or agents, hereafter referred to as sub-contractors. All parties
must read the policy completely, and confirm that they understand the contents of the policy and
agree to abide by it.
A breach of this policy could have severe consequences to BPSR, its ability to provide services, or
maintain the integrity, confidentiality, or availability of services. All partners, agents and subcontractors are bound by these policies and are responsible for their strict enforcement.

Scope of the Policy
This policy applies to all BPSR and client data assets that exist in any BPSR processing environment, on
any media during any part if its life cycle. The following entities or users are covered by this policy:


The Information Security Administrator (Senior Information Risk Owner)



Partners or employees of BPSR who have access to BPSR or client data.



BPSR agents or sub-contractors who have access to BPSR or client data.
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Other persons, entities, or organizations that have access to BPSR or client data.

Authorised BPSR personnel are detailed in Appendix 1: Authorised personnel.

Data Classification
All data found in the processing environment must fall into one or more of the following categories:


Public – Public data is defined as data that any entity either internal or external to BPSR can
access. The disclosure, use or destruction of public data will have limited or no adverse affects
on BPSR nor carry any significant liability.



Personal – any data that falls within the definition of personal data in the General Data
Protection Regulation (GDPR) as it applies in the UK in accordance with the Data Protection
Act 2018or any subsequent revisions to that Act. BPSR may act as a data controller or more
usually as a data processor within in the meaning of the GDPR depending on the terms of any
particular contract.



Confidential – Confidential data is information that is not to be publicly disclosed. The
disclosure, use, or destruction of confidential data can have adverse affects on BPSR and
possibly carry significant civil, fiscal, or criminal liability. Confidential client data is defined as
data that only authorized internal BPSR persons or specific authorized external persons can
access. The disclosure, use, or destruction of confidential client data can have adverse affects
on BPSR and their relationship with their clients, and possibly carry significant liability for both.



Company – data owned by BPSR which is not personal or confidential but does not fall in the
public domain.

Personal data received from clients for processing by BPSR is normally
required to be anonymised or pseudonymised at the very least.
(Pseudonymised data will be processed as though it is personal data and
will not be retained beyond the scope of the contract.) BPSR does not
undertake processing of raw personal data and special arrangements (such
as carrying out processing at the clients’ premises) would be made to
ensure BPSR meets the requirements of the GDPR if such data were to be
part of a contract.Data Life-Cycle
The following sections provide guidance as to the application of this policy through the different lifecycle phases of data: generation and use, transmission, storage and disposal.
Users of data assets are personally responsible for complying with this policy. All users will be held
accountable for the accuracy, integrity, and confidentiality of the information to which they have
access. Data must only be used in a manner consistent with this policy.

Data Usage
All users that access BPSR or client data for use must do so only in conformance to this policy.
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Only uniquely identified, authenticated and authorized users must access data.



BPSR data assets must be properly classified and safeguarded according to their sensitivity,
proprietary nature, and criticality including a data protection impact assessment.



Access control mechanisms must also be utilized to ensure that only authorized users can
access data to which they have been granted explicit access rights.

Passwords for all systems and services handling personal or confidential Information must be at least
8 characters in length, include alpha and numeric characters and be unique to an individual. Passwords
must be kept securely and never shared. Passwords must always be changed if there is suspected
compromise.
All networks, including any supplied by a third party, containing personal or confidential Information
must be managed to ensure:


User access is controlled.



All network equipment is secured and in particular all manufacturer’s passwords have been
reset in accordance with the password policy



Links to other networks are authenticated before the link is established.

All detected unauthorised accesses (or attempted accesses) must be treated as a security incident.

Data Transmission
All users that access BPSR or client data to enable its transmission must do so only in conformance to
this policy.
Any data transmitted must be secured via cryptographic mechanisms which must be at least 256bit
AES encryption or similar. This may include the use of confidentiality and/or integrity mechanisms.
Personal or confidential data held electronically should only ever be transmitted via cryptographic
mechanisms.
Paper documentation containing personal details such as names and addresses must always be
transferred between premises via recorded or registered post. It should not be faxed.
Methods of transmission of all electronic and/or paper data must be agreed with the data owner and
should not be in breach of this policy.

Data Storage
All users that are responsible for the secure storage of BPSR or client data must do so only in
conformance to this policy.
Access to personal or confidential information must be strictly controlled. Access to physical media
and documentation must also be strictly controlled. Physical information and documentation must
always be held in locked storage when not attended.
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All personal or confidential data stored must be secured via cryptographic mechanisms. This may
include the use of confidentiality and/or integrity mechanisms.
Access control mechanisms must also be utilized to ensure that only authorized users can access data
to which they have been granted explicit access rights.
All mobile computers that are used to hold or process personal or confidential information are
protected with full disc encryption, to at least a minimum of FIPS 140-2. All mobile computers that are
used to hold or process confidential information must have access control, firewalls and anti-virus
measures implemented. No hard-drives on mobile computers are to be shared. Information stored
on computers is to be kept to the absolute minimum needed to support the business processes. Antivirus software and all other security software must be kept updated and patched as recommended by
the software supplier.
Use of removable media (CDs, removable hard drives, USB sticks) should be strictly controlled and
permission sought from the data owner for storage of personal or confidential information on such
removable media. All removable media must be encrypted to a minimum of FIPS 140-2.
All paper documentation containing personal details such as names and addresses is subject to a clear
desk policy and locked away when not in use.

Data Disposal
Access control mechanisms must be utilized to ensure that only authorized users can access data to
which they have been granted explicit access rights during the disposal process.
The Information Security Administrator must develop and implement procedures to ensure the proper
disposal of various types of data. These procedures must be made available to all users with access to
data that requires special disposal techniques.
Strict procedures for the destruction of personal and confidential information belonging to clients
must be agreed in advance. On completion of the assignment all documentation and physical media
must be returned to its owner and permanently deleted from any computer or storage device used
for working on the project. Data deletion of confidential or personal data must be to the US DoD (7
pass) standard.

Processing Environment
The BPSR processing environment that this policy applies to is comprised of:


Systems - A system is an assembly of computer hardware (e.g., sub-networks, application
servers, file servers, workstations, data, etc.) and application software configured for the
purpose of processing, handling, storing, transmitting, and receiving data, that is used in the
performance of tasks and business processes.



Networks – A network is defined as two or more systems (including the internet) connected
by a communication medium. It includes all elements (e.g., routers, switches, bridges, hubs,
servers, firewalls, controllers, and other devices) that are used to transport information
between systems.
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All hardware handling or storing personal or confidential Information must be maintained in
accordance with the manufacturer’s specifications. All equipment used to process or store personal
or confidential Information must be protected, to prevent loss of information. Full backup and
disaster recovery plans must be in place for all systems and equipment used to process personal or
confidential information.
All hardware such as computers and laptops must have a nominated owner and be identifiable and
traceable and have their details logged. No equipment containing personal or confidential
information may be disposed of or destroyed.

Data Security Responsibilities
The Information Security Administrator is responsible for:


Compliance with the Data Protection Act 2018 and maintaining BPSR’s notification to the
Information Commissioner’s Office



Defining the security requirements, controls and mechanisms applicable to all data assets.



Defining the procedures for classifying data and identifying data owners.



Defining all other data security usage, processing, transmission, storage and disposal
processes and procedures.



Defining the procedures necessary to ensure compliance to this policy by all BPSR users and
sub-contractors (data users) including:
o
o
o
o
o
o



Non-disclosure agreements where appropriate
Appropriate training of data users
All data users are made aware of their security responsibilities.
Data users are made aware of their legal responsibilities.
Data users are reminded of ongoing security and legal responsibilities after leaving
BPSR or finishing a contract
Data users know that they must report any security weaknesses that they identify.

Ensuring new regulatory and legal requirements are complied with.

The Information Security Administrator must ensure the activation of all security mechanisms and
procedures.

Other Responsibilities
Other organizations have responsibilities to comply with this policy:

Data Security policy update approved by BPSR partners 30 April 2019



All BPSR agents, sub-contractors, content providers, and third party providers that process
client data must have a documented security policy that clearly identifies those data and other
resources and the controls that are being imposed upon them.



All BPSR agents, sub-contractors, content providers, and third party providers that access the
BPSR processing environment and its data or provide content to it must have a security policy
that complies with and does not contradict the BPSR security policy.



All agents, sub-contractors, content providers, and third party providers must agree not to
bypass any of our security requirements.

Documentation


The management of user ids and access control lists on all platforms.



Employment validation checks. (Appendix 2)



Non disclosure agreements



Written records relating to the receipt and dispatch of personal or confidential information



All incident response and reporting.



All other tasks necessary to support this policy.

Policy Review
It is the responsibility of the Information Security Administrator to facilitate the review of this policy
on a regular basis by all the partners of BPSR.

Non-disclosure Agreements
On occasion, data assets may need to be released to entities outside of BPSR. When a legitimate
business reason exists for releasing sensitive information, a written Non-Disclosure Agreement (NDA),
requiring the data recipient's agreement to maintain that data in confidence and restrict its use and
dissemination, must be obtained before disclosing the data.
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Appendix 1: Authorised Personnel and locations
Information Security Administrator
Dr Susan Purdon
Partner
BPSR
10 Etherow Street
London
SE22 0JY

Other Partners authorised for access to information:
Ms Caroline Bryson
Partner
BPSR
25 Chinnor Road
Thame
OXON
OX9 3LW

Appendix 2: Personnel validation
All new staff/partners are subject to the following checks




Identity validation
Employment history (past 3 years).
Nationality and Immigration Status.

New staff must also:
 Sign a non-disclosure agreement.
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Appendix 3: Business Continuity
BPSR is a small partnership with only limited resources. Our Business Continuity plan takes advantage
of our small size to deliver robust disaster recovery procedures.
The focus of our business continuity plan is to prevent data loss and business interruption through use
of good local and remote backup procedures, physically separate redundant systems and good data
security.
BPSR has two locations which are the personal residences of the two partners. All assets and
operations are located at these premises in rooms set aside for business use. IT assets are easily
replaceable standard hardware and software and the dual location means that even if one location is
destroyed the other can continue to operate and provide services.
All data backup is to local backup hardware with secondary backups to shared online backup facilities
hosted by mainstream providers with their own data-centres and security. Each partner has their
own password and user id on the online backup system. All data is encrypted in transit. All sensitive
and client data is encrypted locally before backing up.
In the event of local data loss both partners have access to the online data store and could restore
data from there.
Email services are provided by third party and stored securely online. Any sensitive data is encrypted
and sent by an agreed process commonly Egress.
The encryption software used by BPSR uses industry standard encryption software which meets all US
DoD security standards. Laptops are whole disk encrypted and have access pins and user passwords.
Removable media are not used for storing sensitive data but should the need arise the media is fully
encrypted. Data file destruction is also carried out using software that meets US DoD standards.
There is no BPSR network nor are files shared directly between computers. All file sharing is turned
off on all BPSR computers. Each computer has its own firewall in addition to the firewalled routers at
both locations. Files are only shared via encrypted email. Where it is agreed with clients, password
protected online file sharing services may be used. BPSR uses mainstream providers with published
security policies and encrypted transmission of files.
All computers are protected with anti-virus and anti-malware software. All networking equipment is
protected by passwords that replace the original manufacturers’ settings.
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